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INERODUCTION 


1. hie ie the third Inspector “emeral survey of the Printia: 
Services Division (PSD) and its predecessor orcanizations, the lest 
previcus survey having been conducted in 1961. In the course of this 
ourvey Ve intervieved| | eaplayees assigned to the division. 
We discussed PaD's work with 011 of ite principal customers, and ve 

et publications. We 4535 


mede inquiries of officers of other Agency componente concerning such 
matters affecting PSD us personnel, security, safety, medical, budgetary, 
ani eudit. 

2. We found the Chief of PSD most receptive to suggestions for 
izprovemmt mide while the survey waa in progress. He has alreaty 
initiated and in some cases has completed action on many of the prob- 
lems to which there were ready solutions. 
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MISSION, ONGANTZATION, AND RESOURCES 


1. Agency reguletion uR[ |“Printing ead Publication," 
assigns to the Director of Logistics responsibility for sainteainiaz 
centralized facilities to provide printing and reproduction service 
to all ecrqponents of the Agency. The regulation applies only to 
sexrvice-type printing and reproduction fecilities and not to thoes 
weed only in comection with individuel Clandestine Services opera- 
tional projects or ia the specialized activities of the Technica: 
Services Bivision. The reguletion also specifies thet printing tad 
reproduction equipment will be assigned to individual offices when 
it ie determined thet such aseignmente wlll result in improvement: 
in security, efficiency, econcmy, and effectiveness. The Director 
of Logietics, in logistics Inetruction 1-6, delegated to the Chief, 
Printing Services Division, responsibility for the uamegement of 
printing and reproduction services. The latter is alan oamed as 
printing advisor to all Agency components. 

2. PSD is responsible for printing and other reproduction 
services tn connection with publishing the Hationel Intelligence 
Surveys; National Intelligence Estimates aud other publications of 
the Office of Hational Estimates; the Current Intelligence Bulie+ 
tins, Digests, Weekly Reviews, and Weakly Suueiries; practically 611 
BD/S&f publications; reports of Domesiiec Contact servica,| | Lbs: 
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——| 
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Clandestine Services, and the Foreign Bocuments Division; [i 
for the Office of Basic Intelligence; most reports for che Office of 
Research antl Reports; and miscellaneous forms, regulations, and 
training and other msteriais for the Support Directerate. The 
Graphics and Visual Aide Staff of PSD supports all major compments 
in producing charts, Vu-graphs, and other presentatio: waterials. 
PSb's Photography Branch has facilities for ulcre-photegraphy, graghic 
photography, xerography, color photography, motion picture photopraply, 
and photecopying. The principal customers for photasrephic services 
are Graphice Register of OCR, the Office of Security, the Office of 
Basic Intelligence, and the Oi'fice of Trainins. 

3. As of 1 August 1966, FAD had a total of[ — beployees 
working inf | the Washington area, The organi~ 
aational chart, which shows the locations of ench of the components, 
ie reproduced on the opposite page. With the completion of Pat's 
new building in the sumer of 1967, all operations will be centrmlized 
at Langiey--an objective that has long been sought. Gwer the long 
teym, certraliastion shoaid reduce muxpower requiremests, lacrease 
productivity, and decrease cocts. 

hk, The estimated operating coete of PSP for FY 1966 are 


about 75 parcent of which ie for salaries. The biiget 


_ for FY 1967 Ce The increase results from pay adjust- 


ments aod from anticipated coste in connectios with wowing te the aew 
wulliding. The cost of constructing and equipping the sew buildin: is 
ertimated at $2.353 aiilion. 
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PRODUCTION 


1. ‘Those whom PSD serves area bent qunlified to judge the 
acceptability of the product. We interviewsd most of the major 
commimers. Many of the officers with whom we spoke have dealt with 
Ped for years. Their coumsentse om the quality of printed miterials 
and on POD's secerd on meeting publication schedules were over- 
vVeeluingly favorable. Camsents on support by the Gragkica and 
Visual Aids Staff were equall) favorable. PSD's photographic 
customers were noticeably less enthusiastic ia their praise, 
although 1t seems evident that, by and large, the Photography 
Branch bas done a creditable Job. We treat of ite deficiencies 
in subsequent paragrephs concerned specifically with the Fhotegrnpsy 
Branch. 


Cost Controls 

2. We found management cost conselous and giving considerakl+ 
a@ttention to process improvement and incressed efficiency. POD is 
@ leader in the fielé of developing and patenting sew printing 
teumiques, especially in computerized photo typesetting. PSD hes 
bean given = large nuxber of evards uvler the Incentive Averds Progren, 
aad received « Presidential «itation for reducing the printing cpsts 
| __repoere, with an annual ssving of 40,000. 
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3. A possible exception ia to be found in the Photography 
Branch where both cost and quality controls stand in need of 
improvement. PSD estimtea the cost of each job in terms of lsbor, 
materials, and overhead on the basis of ground rules worked out vith 
the Office of Finance. Although costa are allocated by customer, 11 
are actually charged against PSD's annual operating budget. The 
approximate allocations by majer component for fiscal years 1965 and 
1966 are as follows: 


&k, Actually, PSD does not heve full control over the Agency's 
antual printing and reproduction costs. The economies it can effect 
ave limited to those thet derive from improving its own internal 
efficiency or that can be negotiated with its customers. ‘The aystex 
by which costs are allocated against customer requiresents ia generally 
satisfactory for PSP's interns] accounting, but it provides no incen- 
tive for PoD's customers to reduce coats by controlling requirements. 
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It is im human nature to be less concerned about expenditures that 
one does not have to defend. 

5, We believe that if the customer had to pay for his printing 
services he would be much less likely to submit orders that are not 
essential. A good illustration is to be found in the case of the 
National Intelligence Surveys (813), which are compiled by the Office 
of Basic Intelligence. OBI submits to PSD = typed rough draft of 
each of the NIS General Secticns. PSD then types, prints, and dinds 
it. in virtually finished form and returns it to OT for review by a 
subcommittee of the USIB. This review usually results in major changes 
end requires the expenditure of additional bundreds of PSD man-hours 
om each such section. The revorking of each section coats an estinsted 
$600 to 41,500 depending on the size of the job. Some thirty Ceueral 
Sections were published in FY 1966 end about the same number is sehed- 
ule@ for FY 1967. Thus, PED vill spend from $15,000 to $45,000 per 
year oa a frili that we think cowlé be foregone. Over the years, PSD 
has repeatedly questioned OBI on the validity of the need for this 
auplicatien of effort but hes sot succeeded in getting agreement on 
& less wasteful arrangement. If OBI had to defend this expenditure 
in ite own budget, we think 11. likely that OBI would be more amenable 
te recommendations for a more efficient and lesa costly procedure. 
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It 10 recommended thet: fo. 2 


The Deputy Director for Intelligence: 
a. Inetruct the Director of Basic Intelligence to 

exmminue with the Chief, Frinting Services Division, 

aitexnatives to the present method of arriving at 2 

finished publication, with a view toward eliminating 

double printing operations. 

bo. If no acceptable alternative can be agreeé 

upon, submit to the Executive Director-Conmptroller 

written justification for continuing present practices. 

& Present procedures for cost allocation and control provid: 
little incentive for customers to reduce printing and reproductioa 
costs. We discussed possibile alternatives with represeatatives of 
the Office of Planning, Progremming and Buigeting. PPE feels, a5 
Go we, that the most effective way of furnishing incentive to mefiuce 
eoets would be to require customer components to inclute priatiag 
costs in their own budgets. Unfortunately, this seems act to be 
feasible. Most of PSD's costes are for salaries, which cannot earily 
be fragaented to the uwers. He egree with PPE's conclusion that the 
gost aecouating cure may be more painful than the diseese. 


7. The Photography Branch of PSD is housed in jerry-buiit 
laboratories[ | Which ave clearly unsatisfactory. This 
Gafect. will be corrected when the branch woves to the new bullding 
with ite new and more efficient equipaent. Ne believe, though, that 
econcaies end improverents are poasible in photographic operations 
regardless of the nature of the physical plant. 


. f= 
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&. We see distinct evidence of significant indirect or hidéen 
costs arising from poorly maintained equipment, inadeguate quality 
controls, and insufficient regard for waste. Ye gave to Chief, P30, 
& liat of deficiencies that we were able to identity, ranging froz 
loose control of solution temperatures to poor maintenance of sernsi- 
tive photographic equipment. Most of these faulte can be attributed 
Girectly to a shortage of qualified personnel. 

9. Graphics Register of the Office of Centrel Reference is 
PSD's largest r for photographs. POD processed $20,000 priate 
and 156,000 negatives for Graphics Register lest year. The Aegister 
is gomerally satisfied with P5D's service; however, there ave areas 
in whieh PSD's support could be leproved through closer working rela- 
tions with Graghice Register. 

@. One of these areas is in the field of eolor photography. 

The requirements for color photography are expanding rapidly and 

oan be expected to continue to expand. An example is FMGAC*Ts 

incvesdiag requlrements for reproduction of flint an Soviet 
missile programs. Without denigrating PSD's curreat perfornasce, | 


the Chief of the Graphics Register expressed reservations tc 
the inspectors on the capeactty of PAD to handle the increased 
workloads that can be anticipated. 

y. About one-half of the prints for Graphics segister are 
processed by three commercial contractors: [0 25X11 


~G« 
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25K [a nt tant to prc scat 


of thie work in ite ow laboratories. Graphics Register 
commented to ua that thege externally-processed prints are of 
uneven quality and deliveries are somewhat erratic. We discuss 
the security aspects of these external processing arrangements 
in a avubsequent section af Security. 

e. Both Graphics Register and PSD log the photographs seat 
to and received fram the contractors. This seems to us to be 
newdliess duplication. If this logging were eliminated in PED 
the photographic scheduler and the clerk in FSD who epend nearly 
full time on thia task could be freed for other vork. 

a. Because uot all of Graphics Register's personnel are 
competent to juige the quality of prints and oagetives, they 
oceasionally accept inferior photographs. They would profi: 
from closer contect with and orlentatian by POD phote-techai cians. 


@. Graphics Register hes ite om internal facilities for 
processing crash photo jobs. With the move of PSD to ite new 
apace mijacent to the Herdgquarters Building, there should be 
np mead for Graphics Register to retaia its photo processing 
capability. We believe a decision should be reached nov as 
to the future of the Graphics Register perzonnel end equipmert 
involved. 


» 16 + 


Approved For Release 2003/@4R29% €1A-RDP84-00780R002100180018-3 


25X1 


Approved For Release 2003/04/29 : CIA-RDP84-00780R002100180018-3 


SEcRET 


f. PSD wes special equigment to eliminate the black line 
that appears on prints of photography takec with the 70 milli~ 
meter camera, We find that Graphica Register considers this 
operation winecessary; yet, PSD has spent thousands of manhq-ue 
on it in recent years. Closer collaboration between Graphics 
Regieter and PED could hove eliminated the gperation long ago. 


wo. 2 


tee Deputy Director far Intelligence charge the icf 
Gvaphkics Regteter with responsibility for arriving & 
mutually satisfactory arrangements with the Chief, Printing 
Semrices Division regarding the followin: 


a. Pad's capacity to meet Increasing requitements 
for color ané motion pleutre photography. 


%. Inprovenent is delivery times to Crephics 
ees RNa 


Quality control of photographs delivered to 
ties Greghten Iaidetee. 


4, Improving the skille of ge gee ance 


Elimination of duplicate handling of photo: 
ty Pelueing Gervlans Shrinien and te Grechine Deeietar. 


f. Elimination of Graphics Register’: photographic 
factiities when Printing Services Division 
moves to ite new bud ldti:. 


20. The Graphics ax@ Visunl Aide Steff is a seven~man unit 
servicing all directorates, although most of ite work is on behslt 
~ii« 
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ov the Clandestine Services and various components of the Support 
Directorate. The Staff's files are replete with commendations 
attesting to the exeelleace of its work, The ucit has been assigaed 
to PSP only since 1963. Prior to that it was shifted from pillar 
to post and seems always to heve been looked upon se a sort of 
stepohild. It is presently housed in room 0-D-79 in the Headquarters 
Building, space originally designed for a file room. The quarters 
have a low ceiling and are windowless, poorly ventilated, and crowded. 
The atmosphere is act conducive to cremtivity. 

ll, Although morale of the Staff is good, ita persomel fee} 
that the components to which ft hes been aseigned have not fully 
apprectated the nature of the creative person. The Staff is not 


ignored by PSP management. Teo of its people have rececrtly ‘been 


promted, and there are pleas for new equipmen: and better ventiietion. 


We discussed with Chie?, PSD, the desirability of increasing opportu- 
nities for staff personel to take additional training and to be 
exposed to new Gevelopments in commmications through the graphic 
arts, Steps are veing taken to provide such oppartuaity. 

12. We believe thet the talents of persoznel of the Graphics. 
an@ Visual Aids Steff could be more fully exploited than they no’ 
are in improving the appearance and readability of Agency publications 
and reports. Some are cluttered and unattractive. We called to the 
attention of Chief, PAD, exawales from 411 directorates of publiico- 
tions thet made poor use of piotography. Inclutec among the exageies 

~ 12 « 
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were photographs that were several years old, that were reproduced 

from iafertor negatives, or that were badly arranged. “e do not 
advecate concentration of packaging and presentation at the expense 

of content, but we see considerable room for lusproveneat in Agenty 
publications snd reports as coammications uedia. The Intelligescs 
Directorate has siven the problem high-level attention and has 

afiopted the recomendations of outeide consultants with respect to 

the forest and covers of some of its publicetions. The other direc- 
torates and PSD iteelf agpear not to appreciate sufficiently the cai- 
tribution that epecielists in the graphics arts could make. While PED, 
of course, is expected to print what is asked of it, we believe taas 

the Chief, PSD, in his role of Agency printing advisor, might ressonsbly 
ve expected to exercise 4 greeter influence on how material for printing 
ie selected and ase 


ebled. Merely offering the services of his Graphics 
and Visual Aida Steff probebly will uot be enosugh; = fair amount of 
“gelling” aay be necessary. 


NOs 3 


‘The Chief, Printing Serviess Division, laltiate 


with those originating Agency publications and reports. 
on pabigedlin aad continuing program to improve format, 
layout, and graphics through exploitation of che 
capebilities of Pab's Graphice aad Vinuc!l Alds Staff 
as well as ocuteide speciniists where indicated. 


~i3« 
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1. PSD is not afequately staffed to handie ite very substantial 
photegraphic workload. The Photegraphy Branch hes six vacancies, 
which PSD has been trying fox aonths to fill, but without success. 
The branch chief is competent as a mmager, but he Lacks the back- 
gxvound necessary to furnieh technical guidance to others in the 
branch. ‘he chief of this[ — |branch hes oo deprty. The branch 
lost @ well-qualified technician when he transferred to the Office 


of the Giief, PSD, to work om process improvemcot. Me uow devotes 


about 7O percent of his time to Pod‘s printing cperatiow. A replace- 
ment is needed for him in the Photography Srasch. Two of the four 
section chiefs appear i Lack the techuical qualifications that their 
Jobe require. Hany emplayces are entirely competest iz performizng 
their present semi-skilied taska but lmck the capability or flecbility 
to do mich else. 

2, PSD faces a serious shortage of trained joursejaen/tectu:iciens 
in the not too distant future. By 1973, [FF Pat's presest 
steff will be eligible for retirement, many of whom are among PSP's 
more experienced and better shilled employees. When sormal attrition 
ig added to retirement expectations, the potential personnel drain is 
severe. The move to the new Iuilding may sonevhat alter personae) 
requirementa, but we thick sot nearly enough to offset predietabic 


~ yh. 
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losses. Now ie the time to begin a concerted training program anc 
long-range recruitment drive to fill the pipe-line so that trained 
personnel will be on hand to replace those who will be leaving. 

3. Although PSD management should be looking toward future 
etaffing needs, it canmot afford to overlook the needa of the present. 
At the time of our inspection, there were 14 vacancies in the division. 
Neny of the positions had been vacant for months. Until vary recently, 
the Office of Personnel had been unsble to sive much priority to 
reeruiting against these vacmucies, and very few candidates have been 
processed. We found same hope: for short-range improvement in that 
PSD bad received the files of 13 people wao had applied for employ-~ 
meant with EPIC and for whom HPIC nad no vacancies. There ia no easy 
solution to the problem of staffing positions that require a faix 
smount of technical skill and which do not pay very well. We cer- 
tainly have no formula with ingredients that have not already beer 
thought of ané tried. The anmwer probably lies in PSD and the Office 
of Personne] continuing and intensifying recruitment efforts. 

4k. Merely getting an individual on board does sot really T1121 
a staffing need. Under current training practices of PSD, it taker 
aa average of seven years for a sev employee to progress through the 
intermediate steges to reach the Journeyman level. We do not eaceider 
ourselves qualified to evaluete the apprenticeship program, but we 
suspect that it is neither efi‘iclent nor effective. We doubt that 
2¢ is really necessary for a vew employee of reasonable intelligence 
and decent metivation to spent seven years learning to become a 


« 355 
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journeyman printer. Treining techniques now lu uee in other Melds 
should make it possible to reduce drastically the time required to 
learn the printing skill. We suggest that PSD explore prospects with 
profesgionals in the fielé of training. 
It re @ thet: go. & 
The Chief, Printing tervices Division, request the 
assistance of the Director of Training in devising 
training techniques applicable to the printing trede 


with a view toward subetintially reducing the tice an 
employee spands as an spnrentice. 


5. The report of survey resulting fron the Inspector Genernl's 


1961 inspection of PSD contedned two recomendations ou the need for 
bettering exployee relatioaus end for improv aagementremployee 
communications. We found same evidence of ectiog heaving been takes 


in response to both recomendstions; however, there is still] muck: 
roan for improvement. PSD weragement tends tovard the view that 
management-emplayee relations is aot a problere of any particular 
consequence. Qur findings from this inspection convince we, however, 
that there 1g a problem ané thet it is one that needs attention, 

a The level of morale among POD employces varies widely 
from plant to plant, is « reflection of the atetue of mamagemesi~ 
employee relations in each of the placts, and is directiy gro- 
portional to the quality of supervision exercised by the 
individual plant superinienéents. Morale and mansgement- 


« TG « 
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employee relations are excellent at Plast to. & (Headquarters 
seventh floor} a) They are somewhat mised 
[i Plent No, 3 (Headquarters ground floor}. 


They ave poor at the South Bullding plant. 
b. With only two exceytions, employees of the South Bul lding 
plant complained of poor momale at the plant, whieh they attri- 
buted primarily to deficiest commmicetions between the plant 
superintendent and his subordinates, Meny of those interrieved 
eited difficulties in getting decisions or angwere to the most 
routine sorts of questions: a request to teke leeve, for exanpic. 
The plant superinteadent has had a long and well-regarded career 
in government printing. Hie fitness reports over the yoars bare 
been very favorable, and hia file contains several letters of 
aporeciation and commendation. He ja rated by ale superiors as 
@ good supervisor. He sre not in accord with unle view. Ap 2 
manager, Kis experience aa a printembook binder does aot offest 
his ineffectiveness in dealing with his subordinates. The Chief 
of PSD differs with us on qur conclusions concerning morale et 
the South Building plast. We can only repeat whet we have elresdy 
taid Chdef, PSD: oul af| — buaployees interviewed, anky two 
felled to eosplain of pour morale and deficie:t movageme: 


semployee 
relations at the plant. We consider the evidence so overwhelidng 
ag to be lnacontrovertibic. 
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c. Geveral of those we interviewed at the[ | 
plent were critical of se wmgemeit-employee commmications. 
d thet they did act see Hendguarters tesuances 
concerning thes, did sot sear of training opportunities, and 
the like. We found that for same reason the [sd pes 
had not been on the distribution of many of the emoloyee activity 


bulletins. The defect hes since been corrected. ‘ic encountered 
complaints in the Photography Branch of difficulties ta diseisa« 
ing problems with the supervisor. While there ts evidence of 
enployee Gissatiefection at the [ pant, it is neither 
aq widespread nor a3 serious ss it is et the South Building plast. 

a. One cause of Aiecontent is PGD‘'s strict leave policy and 
ite practice of including a statement concerning the employee's 
attendance record in each fitness report. Many employees are 
irritated by the tight control that is maintained on leave, but 
on this point ve sre in sympathy with PSD maagement. With pro- 
duction schedules to maluitain and deadlines to aeet, PSD mart be 
eure of having a production tema on duty when there is work to be 
done. 


6. PSD management is stoomgly production-orlented~-as, indced, 


it aust be, beemme POD is a production shop. The tenor is set ‘oy 
the Chief of PSD whe is experienced, able, diract, and firm. Pro- 
@uction schedules wre maintetiwé to the generously stated satisfaction 
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of customers in all directorates but at the cost of an unusually oi:yh 
level of employee Giccontent fn at lemet one plant. We are clearly 
nat in favor of a change in menagerial style to one of overconcers 
for people at the expense of production. %e dv gem a need, however, 
for a more uniform approsch t: communications between rupervieort 114 
subordinates. We have discussed the matter at some iength with ike 
Chief, POD, and he, in turn, has discussed it with als subordinated-- 
with the auperintendent of the South Building plant in partinda. 


7. The Agency policy of encouraging a: employee to retire tt 
the earliest age possible without a reduction in annuliy has worked. 
an inconventence for several older employees of PSD. These employees 
transferred to CIA from the Govermment Printing Office in 1997 alesg 
with the transfer of the printing operation. They understood at tre 
time of transfer that they would be allowec to work until age 70, 
provided their health and their work vere satisfectery. 

GS. Several of theee exployees have indicated thet they waat to 
work beyond age 60 or G62, and PSD wants to keep them. ‘fe agree thet 
PSD's skilled craftemen shoulil be retained. Tie Office of Logiatice 
has requested extensions on 4 year-to-year basis. Thu far, all 
requests for individual extensions have been approved by the Agency 
Retirement Boer. Grecasioually, however, a request for extenaig: i¢ 
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not precessed to the Retirement Board uotil a short time before the 

date the employee is due to retire. The delay ia unsettling to the 
employee, becnhuse he sees his retirement date approaching and doce ast 
know vhether he will or will not have a jod thereafter. ‘The Retirement 
Board appears to have been understanding and reasonable in ite handling 
of these cases. The fault appears to lie with the Office of Logistics 
im submitting applications tardily. We see no reazon why Logistics 
should not be able to process ite requests for exceptions eo that 
decisions are reached well in advance of the dates on which the exployeez 
ave due to retire. 


Zt is recommended thet: HO. 5 

The Director of logistics take such measures o< 

are uecessery to ensure that requeata for excepticus 
to the Agency's optional retirement policy are 
processed to the Agency Retirement Board in time 
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lL. The Agency relies for the protection of classified inforuetion 
primarily upon the security well-being and discipline of ita employees. 
ecause of the volume of classified material that 1s handled or bole 
by components or individuals, it is uot foasibic to require stries 
accountability contrels. This is particularly true in Printing Services 
Division. FSD prints millions of pages each year, and ssay of tb: 
reports are of a very high degree of sensitivity. It is simply 
impossible to account for every classified page that is printed. 

Hence, aecurity vulnerabilities are of particular concern in prirt- 
ing operations. 


Physica), Security 

2. Physical security arrangements are geuerally satisfactory 
at the PSD plants and offices. Security teams check sech room at 
the end of euch shift. Only one physical security viclation was 
recorded during fiscal yeer 1066. The char forces are closely 
aupervised while in the plants. There are sound procedures for 
destruction of spoiled pages, plates acd mate and of other classified 
trash. Storage facilities are under alara protection. Jhigmente 
between plants are in the custody of trained couriers. Represenis~ 
tives of PSD and of the Office of Security have collaborated on 
planiing for the new bullding. 
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Personne) Security 

3. We find no evidence of activities of PSD persgimel that 
are questionable from the standpoint of security discipline or 
vulnerability: however, this statement msy sow.¢ more reagsuring 
than ve intend it to be. i found no evidence becausd Little effort 
has been made to acewmilate and assemble such evidence as might exist. 
PSD meiutains an interne) “watch list” of personnel whe are of ccasern 
because of known indebtedness, poor performance, erratic attendance, 
or whatever, there are 15 employees on the list. The Special 
Activities Staff of the Office of Personnel (OP/SAS) bes in ite 
sensitive files “suitability” information of varying degrees of 
stgnifieance on another 19 PSD employees. Of these 34 amployees, 

23 heave special clearances, including SI, 4, and TRE. Tu responce to 
our query, the Acting Director of Security reported on 25 duly 1066 
thet there is ao informmtion available which indicates 4 change in 
the security status of any of these euployees. 

lL, It may be that there is no real cause to be concerned with 
the security atatus of these people. We certainly hope this is sc. 
We are troubled, however, by she lack of evidence of concern. There 
appears to be no orderly mechaniem for providing to the Office ai’ 
Security iofermstion now held in PSD or in OF/SAS thet might have 


Dearing on the granting of s special clearance. Further, our tageiries 


of the Office of Security reveal thet ite security reinvestigatin: 
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program has included relatively few employees of PSD. We are speating 
of & group thet includes many low-salaried personuel, zany of whos 
complained to the ingpectors cf job dissatisfaction. Interviews 

with representatives of the Counterintelligence Staff and of the 

Office of Security indicate that they heve scot conducted any sort 

of vulnerability study of PSD employees. Ag wo have said earlier, 

we find no indication that any of these people are engeged in question- 
able activities from a security point of view. We do believe, though, 
thet this is the sort of operation that requiras a higher order cf 
security surveillance than has heen affordec it thus fer. 


The Director of Logistics: 


&. Review with the Director of Security “vatch list” 
éata maintained intersally by Printing Services IMvision 
oo employees whoge job performance or off-the-joo deport- 
ment is of continuing concern and devise « means for 
keeping the Director of Security informed of new ioforma- 
tion that is developed. 


b. Request the Director of Security to review his 
ob saa for eAyabacstccg priorities in the security 
mrogren and cansider the Tensibili ty of 
a) D eaplayees for reinvestigation in advance 
of the present cycle. 


5, PSD contracte with three commercial firm: for photogragiic 
eeeviowst | 
[| te office of training has » contract with 


» 23 + 


Approved For Release 2008/64/898 61 AARDP84-00780R002100180018-3 


25X1 


25X11 


25X1 


25X1 


Approved For Release 2003/04/29 : CIA-RDP84-00780R002100180018-3 


7. Qur inguiries indicate that POD probably coulé process rere of 
this work now done under contract by adding one or two more people and 
perhaps sowe additional equipment. It probably could be done in-house 
st less than the present $44,000 annual cost aut with considerably 
improved security. In view of the expensive special equipment required 
for some work it will not be feasible to process a1] photegraphy-- 

[sit exauple--in«howse. However, es such classified choto- 
graghy as possible should be handled in-houme. That which is hanéied 
by conteactore should be done so under accepteble security coutrois. 
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The Director of Logictica: 

a, Direct the Chief, Printing Services Division, 

to plan for the absorpticn internally, coincideat with 
the wove fo the new bullding, of the lnk of the 
photographic procesaing now done under external coatract. 

>. Direct thet the Office of Logistics Security 


Staff schedule thorough sewl-~aoual security inspections 
of contracters with whee Pod must continue contractual 


arrangements . 


Security Audits 

3, The existing mechaniem for monitoring the security of PED 
operations is fragmented and does not yield comprehensive reporte 
of security audit sumearizning all aspects of security et the various 
PSD installations. We might note that the situation as regards Fab 
is aot unique and is aot as badly fragmented as we have occasionally 
found eleavhere. We believe, though, that it stands is need of 
improvenert . 

9- PSD management, of couse, has immediate respousibility for 
maintaining the security of its operations. Three security compeuaats 
are involved in monitoring how well POD does ite security job. The 
Stfice of Logistics Security Staff 4s responsible for the periodic 
security indoctrination of PSD personnel, for handling security 
violations, and for inspection of PSD contrectars. Whe Phyaical 
Security Divlaion of the Office of Seeurity is responsible far 


iS) 
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ensuring that storage facilities and other physical cecurity meag@ues 
meet Agency stendards, for making periodic checks of the guard forces 
at PSD plants after norm] business hours, and for checsing the 
security of material in traasit between plants. The Personnel 
Security Division is responsible for initial security clearances 
and for security reinvestigation of PED personel. 

10. At no point do 211 of these various aspects of physical 
and the general question of personnel eecurity come into focus iz a 
single report summarizing the over-e11 security statua at a particular 
PSD instalistion. While we recognize the need for traditional separation 
of concern, particularly aa regards specific personnel security tases, 
we believe that the volume and the sensitivity of the material handled 
by PSD is auch that it would be most desirable to issue a single, over~ 
ail ancual report of security au@it of each iuntellation covering such 
toples ae a general discussion of personel security (without aw 
reference to individual ceases), access controls, storage facilities, 
oomemicetians, and document controls and requiring a written response 
from the Chief, PSD, as to actions taken upon the report's recomuenda- 
tions. If PSD operations were to continue inéefinitely scattered among 
several plants, we would recommend precisely this. With the mows to 
the new building, the security enviromsent will be substantially altered, 
aod such a vecomendation probebdly could uot be effectively implemented 
before consolidation of operations In the new building. We cannot now 
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predict what the dimensions of the problem will be in the new 
building. We think it would be well for the Director of Security 
aad the Director of Logistics to decide nov on the sort of progres 
of security monttoring that will be reguived for the ceomalidater: 
installation. The physicel plant will be much better, but the voluce 
and sensitivity of the work (and the personne) handling, it) will be 
essentially the same. 
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i. Priating Services Division haa a good safaty record-- 
especially in view of .ts crowed and inndequate quarters in South 
Building, the poor cleaning eid maintenance service provided by C&A 
at{[ sd South Bullding, the geuermily low priority 
diven to safety ané safety innpection in the Agency, and the careicss 
howeekeeping habite that bave developed ever the years in some 
departments of PSD. 

@. We inspected PED during the hot summer months. Tae heat 
and humidity at the[ | plant were excegsive. During the 
early weeks of July, temperatures in the dark rooms reached the Lor 
nineties with mumidity in the low seventies. Such a work environment 
de not conducive to efficiency nor to attention to safety. We held 
several. discussions about safety, housekeeping, and work envireanect 
with the Chief of PSD, with his plant aupecintendente, with the Chief 
of Logistics Services Division, and with the Agency Safety Officer. 
We identified to Chief, PSD, those safety and housekeeping deficiescies 
thet came to our attention. fe bas already taken action to correct 
meny Of the flaws. He bas appointed a safety officer for the division. 
He and the Chief of Logistics Services Division conducted inepectioas 
af the (-_~_-__ South Building plants. He has instituted 2 
program to improve housekeepizg and has initiated action with GEA te 
ingrove cleaning and maintenarece of the placts. 
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3. Progress has been matic, but there is still much to be dae. 
PAD has not had an eggressive safety educational progra.. Until 
pecently accurate records vere not malatained of man-hours lest 
through job-connected accidents or iilsesses. The tvo-«nan Agency 
Safety Staff has not been able to provide adequate sefety surveil- 
lance of PSD plants because of other demands an its tim:. Me found 


several plysical defects that were apparent even to untrained eyes. 
We think it would be deairable for experienced fire aud safety 
engineers to survey all PaD plante and to review plans for the nev 
building to enure that all fire and sefety codes are ret and thet 
a sound end continuing safety program is in effect. The President's 
recently-announced drive to improve safety in government operations 
adds urgency to the nead. 


at 2 
oo 


Agency Sefety Officer furnish to him by 1 January LO6T: 


a. A status report on eafety discipline, working 
conditions, and housekeeping at ally |PSD plante. 


b. A report on safety planning for the new building. 


c. A progrom for the continued sonitoriag of fire 
and safety discipline end conditions at POD instnliations. 
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OTHER AGESCY FACILITIES DUPLICATING PSD SERVICE: 


1. Although PSD ie the principal printing/grephics/photegreshic/ 
visual aids service organisation in the Agency, it is not the only 
one. we heave 20 reliable cout on the total number of Agency 
employees autelide of PSD who are engaged primarily 4n these sorte 
of activities: however, at the time of our last insgection af the 
Hetional Photographic Interpretation Center is early 1965 it had 
oves| [people on duty in ite branches engaged in reproduction ead 
printing, photography, ead grephics. It seems likely that the 
Agency-wide, uon-PSD total may approach the number employed withis 
Psp. 

2. It would appear, oa the surface at least, that cansolidating 
exieting facilities or placiog them under single management voule 
inprove efficiency and decrease costs, We have reviewed earlier 
Studies of the feasibility of either step. 

a. Pollowing the 1961 Inspector General survey of the 

Office of Logistics a study was made of photographic and mace 

copying facilities by a comeittee representing all of the 

dixectorates concerned. The committer concluded that further 
centralization was nut practicable. 
hb. In 1962 the Deputy Director for Support hed a study made 

by @ camnittee representing all of the directorates of the Arency's 

vigual aids/graphics serrices with a view toward their congolidatio:. 
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The comsittee recommended, among other things, that the Graphics 
Support Branch of OBI and the Graphics Division of OCI be merged, 
that an Agency Graphics Coordinator be appointed, and that & 
graphics career service be established. Hone of these recon- 
mendations was accepted at the time, although subsequently the 
graphica shops of OBI and OCI vere consolidated. 

¢. The DD/S requested the Chief, PSD, to coment on the 
coordinating role that his division could and should play. Chief, 
PSD, feels strongly that there should be central management of 
the Agency's several printing/graphics/photogrephic/viaual aids 
facilities and that there should be a graphics arts career service. 
The DD/S instructed the Director of Personnel to monitor on a 
continuing basis the over-all management of graphics personnel 
end, in collaboration with the Comptroller, to sonitor manpower 
wtilization. The Director of Personnel in February 1964 con- 
eluded that he did not heve any good means for monitoring the 
situation and that there were no significant advantages to be 
gained from either consolidation of graphice/visusl aids units 
or the establishment of « graphics career service. Se doubts 
that the advantages of either would outweigh the difficuities 
of their aduinistration. 
3. The Office of Planning, Programming and Budgeting has taken 


no position with respect to these matters. That office plans, in due 
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course, to develop and analyse the present costs of these activities 


in terms of money and manpower and will then consider what action, 
if any, is indicated. This seems to us a sound and reasonable 
approsch. 
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